
Application Security

Exercise Set 3, Wizards

1. Prepare a list of at least 8 items to check on the Django production environment including any
aspect (application platform, configuration files, operating system files permissions, etc.). Verify
whether the default configuration is secure and if not, what needs to be fixed.
[5p]

2. Prepare an appropriate example and demonstrate the complete scenario of the CSRF attack. Show
both options where attack is triggered by XSS and by a user “click”.
[5p]
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